RNI No. MAHBIL /2009/37831

STHTEUT HIT d-o

oY 20, 31k 2¥E(4)] YIoha, STTeRTs 22, R0%/3MYET 2R, ITeh 9]%E [gs R, féme : B0 Q.00

3TTLRUT ShH eh ¥0¢

e AehT9T

HERT YA HERT STRIfaHi-ad qar shetel
(9T Uk, Teh- 37 3ATTUT Ueh-oF ATHEA UTHg shelel [MEH T 3T Aiedtaied ) fam a e

g faumr

HATCT, WM hTHT HI, ZATHT TST[E =ik, HaE Yoo 033, fadih 22 eIy, R0R%.

e

HERTE qreaat o,

T THTAST 00 %/H.5h. 20&/A3Y-R.—HENIY qrEaal AT (2]%R A1 Y A1) = Herd 3% =
SU-herd (2) =N WS (J) M1 (TF) gR U hetedn SfespRi=n sTfoT Ararad mitehd 3o ¥d stfespri=n arm
e, TERTE W, ATEN WTeiiel ST WA Hid o7, T 37 :—

9. 9T ST HERTSE i Jfgham (AI) 3Tfor 9ol @ (ML) a% smenfa .32 =8t woreft st
TR T 0T, ST, 0% STE HeTEUTd e,

3. AN~ AT ST, HeHTHR O 37 3Tfeqd 9el X, -
(a) “eAfafTaq” aran 272, TERTE qreaar STRI-=H (2]%R =M Yy aT);

(b) “Ffm Ffgem AT T AT (THeT ) R 3TERa Filee Afche fafesH (Fi=) yomet”
e 31ef, 37t Tomedt St Reter-ergnme feefesh heste faverur ot Fim gfgaar enfor aefa @
STERGH ToRd; St o, TIex 0T SIcfufeh ITe] SMOT 3Tes% 9Tehdl, ST aifef FRat Sfor ST &7l v
Al 3TIOT SRR e =T IR fsherTl <atdT Hagl urdad;

(¢) “Fom’” aren o1ef, HeRTg eread) AT (2]%R =T 4% A1) Sidid TaR shelel Jas faceh el fem,
%43,

() “STTI" AT 3¢, A7 AL SArScrett ST,
3. frermRarelt WS hotell Hois ThueT-3, ThUe-3 /2. 311, A0 Uhuet-3/TH i, 3. SFeieRe (Geem
SATAT HoX Shotel STIRARIGRIST ), ST URERTeT TRTERIaN, e desldes! fafed et ST TG, Tof-er d

FIATATIR, Frarden e fAfde helean AehRigaR HEm gigaer (T, 31, ) o1for wefie afT (True)
R ARG Felise Hiche fetfeas (HIHIEeET. ) qomedt Tefid Hidte.

YT IR-d-¥0l—2 (2)



3 HERTSE IITH TSI TETLRUT W AR-o, 3eelel 22, 0%/3TaT 2], Ieh 2]%&

¥. (%) FREHITHR THTA- 3 ST HSR chotel Teieh ST, ShIOTTel HaT-WRUTcToheT &1ATd fohall qreie
ST &TATd SRR STHATHT, U Jadldes! fafed shiet TR TG, TR d SIATaENTaR, SIS TRERTAT
JATERIER hi-1T FfgHT (T, ST AT AT (TH.TeT ) R AR Fefise Hiche feafegs (Hididiea!) qomedt
STIEEmE ffdee shotedn dfTesive Tud shdi.

(R) FERIGER AR hofell THUA-3 ST, TN, ITEE () HE G holedl aTale? hid STHele]
ST UHUEA-3 ST Saferd Herrg diferd st (242 =M %) ST HeR sheledl &M ST Yo
SRR MG Sloolaicd] folfed shiet ST Tgdi, TUMHER F ShIATaETHN, STl TRET TgRIeR hizH
Fhgaan (T3 AT A= @A (THTET ) R e Fetrsg dfehe fafees (Wi ) womelt stqgame fafde

cheled dfYTeIE LI shdiet.
b e STIRCHEReRT e ST S Wit Tai- 37l GHfe=d ol STewe 31e:
() W21 =8 o711 W Halferd SUehul SHAuarIST JRei ST,
() FREM 2o THATTE < Sieded Seie i,
(3) 3TEfed oSt QLeral.

(%) T FgATT (T 3T.) 30T T AT (TH. T, ) TN Fetles Hiche fafeasH (W)
TOCATER WTe et/ HeTaTera=l eT TR, I3 ScTe S[eeh 211 0 helealT e ST feizrr hgrehs
el ST,

€. T STCITAT STHATSTEU ST Feeh ST URERTGH UIwTe fehall TeidT HeeT Ut Shivarda] 7oy
ST TRERTA TNTUd M gfgaar (T 3T™.) STfor 7eii @t (TH. T, ) R e Felise diehe cfafcgs
(&=, TTeleR SERE SUaTTS! ST, WS SciIeH Ioeh <Al ShIAieTard STeeT ST 07 hg Tema=
LT

It

Components and Technical Specifications
(1) IP based CCTV Camera with 5SMP resolution

# Parameter Minimum Technical Specifications
1) Resolution 1280 x 720
(i1) Frame rate 25 to 30 FPS (Frames per Seconds)
(iii) | Type of CCTV camera IP Bullet/Dome camera
@iv) Protocol support RTMP, RTSP, HTTPS, ONVIF enabled
(v) IR Range Minimum of 30m for a human target at 45-50
deg. of ambient temp
(vi) | Video Compression H.265+/H.265/H.264+/H.264
(vii) | Camera sensor -1/2.8” CMOS Sensor
(viii) [ Megapixel 5MP HD
(ix) IP rating for camera IP 67
enclosure
(%) Power Supply Standard 12V DC
(xi) |Day/Night Switch Unified/ Scheduled/ Auto
(xii) | Media Storage (Optional) Onboard storage with SD Card
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(2) Network Video Recorder (NVR)

# Parameter Minimum Technical Specifications

24/7 recording with Up to 4 channel IP

(1) IP Video Input/Channel
cameras can be connected

Supports decoding H.265+/H.265/

(i) Video Compression H.264+/H.264 video formats.

Up to 6 MP high-definition live view, storage,
and playback Up to 40 Mbps high incoming
bandwidth so ONVIF IP cameras can be
connected.

(i11) Camera Support

Up to 4-ch @ 1080p decoding capacity for at

(iv) Storage Support least 1 HDD for continuous video recording.

(v) Video Port At least 1 HDMI/VGA
. Record Mode, Backup Mode and various
(vi) Modes .
playback functions.
(vii) | Features Plug and play capabilities,

e At least 1 RJ 45 10/100 MBPS

(viil) | Interface
e At least 1 USB 2.0 port

(ix) Storage At least 1 qty. of 2 TB HDD

(3) Network Switch

# Parameter Minimum Technical Specifications

4/8 Port Gigabit Ethernet PoE+ Smart Switch

1) Available Ports with 2 SFP Ports

Layer 3 static routing with 32 routes (IPv4

(i) Routing Requirements and IPv6) for inter-VLAN local routing

L2/L3 access control lists (ACLs) for granular
(i) network access control including 802.1x port
authentication

Advanced per port PoE controls for remote
Features power management of PoE connected devices
including operation scheduling (e.g. Wireless
APs, IP security cameras, etc.)

(iv)

) Advanced QoS (Quality of Service), 802.1p and

L2/L3/L4 DSCP based
(4) Display
# Parameter Minimum Technical Specifications
1) Display Size Minimum 43-Inch, non-touch
(i1) Resolution LED display with 1920 x 1080 FHD/ 4k UHD
Video Inputs: HDMI/ VGA /BNC CVBS In /
(111) Ports
Out
. 3D Comb Filter / Noise Reduction / Anti Pixel
@iv) Features
Burn
. Stand/ Wall Mounting kit, remote, cables,
(v) Accessories
power adapter etc.

AT IR-9-¥0L—R



TERTS IH TTUS STHTLRUT 1T IR-4, e Ie’ 22, 0%%/3MMYaT 2%, Ik L¥E

(5) UPS
# Parameter Minimum Technical Specifications
M Features 10 KVA LI UPS online type with battery with
an output of 240V operating at 50Hz.
(i) Backup time Standard UPS with 30 minutes battery

backup

(6) AI/ML based Edge device with Software Raven-Al

#

Parameter

Minimum Technical Specifications

(1)

Al-based Safety, Security

& Compliance features

Real-time detection of below events:

e Customer age

e Establishment opening time tracking.
e Bar counter closing time tracking.

e CCTV Camera or associated devices
tampering

(i)

Camera agnostic

System should be compatible with all
commercially available cameras.

(iii)

Integrated view

System should be able to integrate view of all
camera video feed in single display.

(iv)

Notification

Real-time alert notifications to all authorized
individuals with evidence clip to reduce delay
in decision making.

)

Mobile App/Dashboard
Capabilities

The system should provide a mobile app/
dashboard where:

e Live alerts can be seen.

® On demand live camera feed can be
accessed.

e All the past alerts can be stored.

e Can provide Secure, role-based access to the
users.

(vi)

False Alarm

Should be fault tolerant system and should
not give false alerts frequently.

(vii)

System Integrity

System should be able to alert on typical
tampering or security breaches.

(viii)

Evidence Clip

In case of event the system should provide an
alert to designated personnel and the system
should also attach a short video evidence clip
with each alert (10 to 15 sec).

(ix)

Alert Prioritization

System shall provide a feature to set alerts
with different priorities depending on the
severity or as per requirement.

(x)

Security Feature
Customization

System should have a capability to add new
safety & security features as per requirement.
Also, the system should have MFA/2FA login
capabilities.
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System UI should be customizable/

. configuration as per requirement.
Customizable User g p !

(xi) Interface Also, the system should have a user-friendly
interface for viewing live CCTV stream/feed

and while extracting a video as evidence.

System should be capable to integrating with
(xii) Integration any internal or external systems including
NVR, network switch etc.
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HOME DEPARTMENT

Mantralaya, Madam Cama Marg, Hutatma Rajguru Chowk, Mumbai 400 032,
Dated the 11th October, 2024.

ORDER
MAHARASHTRA PROHIBITION ACT.

No. FLR-0724/C.R.106/Exc-2.—In exercise of the powers conferred by clauses (b) and (n) of sub-
section (1) of section 139 of the Maharashtra Prohibition Act (XXV of 1949), and of all other powers
enabling it in that behalf, the Government of Maharashtra hereby makes the following order, namely:-

1. This Order may be called the Maharashtra installation of Closed Circuit Television (CCTV)
system based on the Artificial Intelligence (AI) and Machine Learning (ML) at the licensed premises
Order, 2024.

2. Definitions.- In this order, unless the context otherwise requires,-
(a) “Act” means the Maharashtra Prohibition Act (XXV of 1949);

(b) “Closed Circuit Television (CCTV) system based on the Artificial Intelligence (AI) and
Machine Learning (ML)” means a system which uses Artificial Intelligence and Machine Learning
algorithms to analyze video footage in real-time which may detect and recognize objects, faces
and behaviours, providing enhanced security and monitoring capabilities and send alerts for
user defined activities;

(c) “Rules” means the Bombay Foreign Liquor Rules, 1953 framed under the Maharashtra
Prohibition Act (XXV of 1949);

(d) “Schedule” means the Schedule appended to this Order.

3. Every licensee holding FL-II, FL-II/E.O. and FL- II/S.P.O., license granted under the Rules
except a defence unit, shall at the entrance of licensed premises install Closed Circuit Television
(CCTV) system based on the Artificial Intelligence (AI) and Machine Learning (ML) with the
specifications as specified in the Schedule, by the procedure, phases & period of implementation as
prescribed by the State Government from time to time.

4. (1) Every licensee holding FL-III license granted under the Rules operating within the area
of any Municipal Corporation or within the area of the Police Commissioner shall at the entrance of
licensed premises install Closed Circuit Television (CCTV) system based on the Artificial Intelligence
(AI) and Machine Learning (ML) with the specifications as specified in the Schedule, by the procedure,
phases & period of implementation as prescribed by the State Government from time to time.

(2) Every licensee holding FL-III license granted under the Rules operating outside the area
mentioned in sub-clause (1) and having subsidiary licenses related to the FL-III license granted under
the Maharashtra Police Act (XXII of 1951) shall at the entrance of licensed premises install, Closed
Circuit Television (CCTV) system based on the Artificial Intelligence (AI) and Machine Learning
(ML) with the specifications as specified in the Schedule, by the procedure, phases & period of
implementation as prescribed by the State Government from time to time.

5. The license holders shall ensure the following pre- requisites at their premises:-
(1) An adequate space to install CCTV and all associated equipment.
(2) A broadband stable wired internet connection of at least10 Mbps.
(3) Uninterrupted Power supply.

(4) The installed Closed Circuit Television (CCTV) system based on the Artificial Intelligence
(AI) and Machine Learning (ML) feed shall be transmitted to the Command and Control Centre
set up by the Commissioner, State Excise.

6. The Commissioner shall establish a Command and Control Centre for receiving feeds or alerts
from each license premises at his office to oversee the implementation and to monitor the Closed
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Circuit Television (CCTV) system based on the Artificial Intelligence (AI) and Machine Learning

(ML) installed

at licensed premises.

Schedule

Components and Technical Specifications
(1) IP based CCTV Camera with 5SMP resolution

# Parameter Minimum Technical Specifications
1) Resolution 1280 x 720
(i1) Frame rate 25 to 30 FPS (Frames per Seconds)

(iii) | Type of CCTV camera IP Bullet/Dome camera

@iv) Protocol support RTMP, RTSP, HTTPS, ONVIF enabled

IR Range Minimum of 30m for a human target at 45-50

(v) .
deg. of ambient temp

(vi) | Video Compression H.265+/H.265/H.264+/H.264

(vii) | Camera sensor -1/2.8” CMOS Sensor

(viii) [ Megapixel 5MP HD

. IP rating for camera IP 67
(ix)

enclosure

(x) Power Supply Standard 12V DC
(x1) Day/Night Switch Unified/ Scheduled/ Auto
(xii) | Media Storage (Optional) Onboard storage with SD Card

(2) Network Video Recorder (NVR)

# Parameter Minimum Technical Specifications
M IP Video Input/Channel 24/7 recording with Up to 4 channel IP

cameras can be connected

.. . . Supports decoding H.265+/H.265/

(i) Video Compression H.264+/H.264 video formats.
Up to 6 MP high-definition live view, storage,
and playback Up to 40 Mbps high incoming
(i) Camera Support bandwidth so ONVIF IP cameras can be
connected.

. Up to 4-ch @ 1080p decoding capacity for at
(iv) Storage Support least 1 HDD for continuous video recording.
(v) Video Port At least 1 HDMI/VGA
i) Modes Record Mode, Backup Mode and various

playback functions.
(vii) | Features Plug and play capabilities,
e At least 1 RJ 45 10/100 MBPS
(viii) | Interface
e At least 1 USB 2.0 port
(ix) Storage At least 1 qty. of 2 TB HDD
(3) Network Switch

# Parameter Minimum Technical Specifications

. . 4/8 Port Gigabit Ethernet PoE+ Smart Switch
1) Available Ports with 2 SFP Ports
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(i)

Routing Requirements

Layer 3 static routing with 32 routes (IPv4
and IPv6) for inter-VLAN local routing

(ii1)

(iv)

(v)

Features

L2/L3 access control lists (ACLs) for granular
network access control including 802.1x port
authentication

Advanced per port PoE controls for remote
power management of PoE connected devices
including operation scheduling (e.g. Wireless
APs, IP security cameras, etc.)

Advanced QoS (Quality of Service), 802.1p and
L2/1L3/L.4 DSCP based

(4) Display

1) Display Size Minimum 43-Inch, non-touch

(i1) Resolution LED display with 1920 x 1080 FHD/ 4k UHD

(i) | Ports Video Inputs: HDMI/VGA /BNC CVBS In/
Out

(iv) Features 3D Comb Filter / Noise Reduction / Anti Pixel
Burn

) Accessories Stand/ Wall Mounting kit, remote, cables,
power adapter etc.

(5) UPS

(1)

Features

10 KVA LI UPS online type with battery with
an output of 240V operating at 50Hz.

(ii)

Backup time

Standard UPS with 30 minutes battery
backup

(6) AI/ML based Edge device with Software Raven-Al

(1)

Al-based Safety, Security

& Compliance features

Real-time detection of below events:

e Customer age

¢ Establishment opening time tracking.
e Bar counter closing time tracking.

e CCTV Camera or associated devices
tampering

(ii)

Camera agnostic

System should be compatible with all
commercially available cameras.

System should be able to integrate view of all

(i) Integrated view camera video feed in single display.
Real-time alert notifications to all authorized
@iv) Notification individuals with evidence clip to reduce delay

in decision making.
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Parameter

Minimum Technical Specifications

(v)

Mobile App/Dashboard
Capabilities

The system should provide a mobile app/
dashboard where:

e Live alerts can be seen.

e On demand live camera feed can be
accessed.

e All the past alerts can be stored.

e Can provide Secure, role-based access to the
users.

(vi)

False Alarm

Should be fault tolerant system and should
not give false alerts frequently.

(vii)

System Integrity

System should be able to alert on typical
tampering or security breaches.

(viii)

Evidence Clip

In case of event the system should provide an
alert to designated personnel and the system
should also attach a short video evidence clip
with each alert (10 to 15 sec).

(ix)

Alert Prioritization

System shall provide a feature to set alerts
with different priorities depending on the
severity or as per requirement.

(x)

Security Feature
Customization

System should have a capability to add new
safety & security features as per requirement.
Also, the system should have MFA/2FA login
capabilities.

(x1)

Customizable User

Interface

System UI should be customizable/
configuration as per requirement.

Also, the system should have a user-friendly
interface for viewing live CCTV stream/feed
and while extracting a video as evidence.

(xi1)

Integration

System should be capable to integrating with
any internal or external systems including
NVR, network switch ete.

By order and in the name of the Governor of Maharashtra,

RAVINDRA AUTE,
Deputy Secretary to Government.
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